
Introduction 
 
The basic concept of the LapSafe® Active Directory integration is to allow the LapSafe® client 
application to access the Active Directory database to authenticate the user when the user scans. 
The integration can either lookup user in the AD database using a specified attribute or request 
the user to login for self-registration.  The LapSafe® installation is an asset loan system, automating 
the process of asset loan and return by using the LapSafe® client application to control user access 
and locker selection. The LapSafe® client application connects to the LapSafe® server in the cloud 
and maintains all the loan records, user permissions and provides user and system management 
functions.

LapSafe® Active Directory Integration 
 
The LapSafe® Active Directory integration allows the system administrator to specify an Active 
Directory as a 3rd party user repository. When a user presents an ID at the LapSafe® installation, the 
LapSafe® client application performs an ID lookup in the Active Directory. This ID can be an attribute 
in the AD user record (AD Lookup), or it can be associated with the user via self-registration (AD 
Self-Registration). Note that both authentications require the user having a valid email address.  

Active Directory Self Registration

Active Directory Self Registration uses the user’s AD credential to validate the user. When the user 
scans at the terminal the user ID is checked in ONARKEN® first, if the user is not found then the user 
is invited to self-register. 

LapSafe® Active Directory Integration



The self-registration process requests the user to enter his AD user credential and this credential is 
validated with AD. Once the user is validated the user details are retrieved and sent to ONARKEN® 
and an ONARKEN® user is created. The ID used is then associated with the ONARKEN® user. If AD 
failed to validate the credential, then access to the lockers is denied.

Below is the self-registration screen.

The AD self-registration method does not require user ID to be stored in Active Directory and hence 
reduces the overhead of keeping the user ID in sync with the user. This also has the advantage that 
the User can use any from of ID as it is simply associated with the ONARKEN® user. Once the self-
registration is completed the user’s email address is used to uniquely identify the user. 

Active Directory User Lookup

Active Directory Lookup uses an attribute in the user record to store the user ID. When the user 
scans at the terminal, a search is performed in the Active Directory on the specified attribute for 
the ID. If the ID is found, the user details are retrieved and sent to the ONARKEN® server to create/
update the user. If the ID is not found, access to the lockers is denied.
This method relies on the user ID being stored in Active Directory and the ID must match with the 
ID used by the user. If the ID of the user was changed the ID in AD must also change to match the 
user’s ID.

For both AD Lookup and AD Self-registration, if the user is valid then the user details are retrieved, 
namely the user’s display name, user’s email address and the department that the user belongs 
to. All these user details are sent to ONARKEN® and an ONARKEN® user is created. The initial 
user permission is setup using the department setting of the user, where the department name 
is mapped to one of the user roles in the LapSafe® server. However, the user permissions can be 
further refined after the user has been created to allow for extra functionality provided by the 
LapSafe® system. 
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It is worth noting that a user lookup is always performed at AD even if the user is already known in 
ONARKEN®. This means Active Directory maintains control of the user and if the user is removed or 
blocked at Active Directory the corresponding ONARKEN® user is automatically blocked and denied 
access.  

LapSafe® Active Directory Integration Configuration

The series of pictures below depict the configuration options available under the LDAP Active 
Directory integration.

The configuration screen allows you to specify which integration method to use, and in the case of 
User Lookup, which attribute is used for the user ID.



The Connection Details screen allows you to specify the connection details to the Active Directory. 
Note that TLS is recommended when connecting to the Active Directory.

The Permissions Mapping screen allows you to specify the user role and access group according to 
the user groups or OUs the AD user belong to.



Under The Hood

The Active Directory Integration connects to the Active Directory database and query for the user. 
Depending on the integration method different user credentials are needed.

AD User Lookup

In AD user lookup, only the AD admin’s username and password are used. The integration connects 
to AD using the admin username and password, a query is then constructed using the specified 
attribute for the user ID. If the user ID is found, then the user attributes are retrieved to check the 
validity of the user. If the user is valid then an ONARKEN® user is created. If the ONARKEN® user 
already exists, then the user permissions are updated according to the user’s attributes.

AD User Self-Registration

In AD user self-registration, the AD administrator and the user’s username and password are 
used. The integration connects to AD using the admin’s username and password, a query is then 
constructed using the user’s username.

Once the user is found and validated, the username and password of the user is used to validate 
the user with AD. After the user is validated with AD an ONARKEN® user is then created and the ID 
used is associated with the ONARKEN® user. If the ONARKEN® user already exists, then the user’s 
permissions are updated according to the user’s attributes. 



In both integration methods the following list of AD attributes are retrieved from the user:

AD attribute Description

sAMAccountName The user’s AD account name

mail Email address of the user

memberOf The OUs or groups the user is a member of, used to map to 
user role and access group.

cn ‘Common name’ for the user, used as the user’s display name.

accountExpires The user’s account expires date/time. 

userAccountControl

Used to check user account, the following conditions are 
checked.
  - User account locked
  - User account diabled
  - User password expired

logonHours The permitted logon hours of the user


